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SAFE COLLABORATION TO
IMPROVE PUBLIC SERVICES >

Secure Collaboration Service:
the cloud for government

Individuals and organisations are relating to and working with one another
in innovative ways, enabled by sophisticated people-oriented collaboration
tools. They have obvious applications for government, but pose challenges
in information security and governance.

Based on the software-as-a-service (SaaS, ‘cloud computing’) model,
Atos Origin Secure Collaboration Service delivers the power of hosted,
managed SharePoint™ to any desktop. It makes building and using the
newest information and communication structures easy, creating a truly
safe space for government and its partners to achieve more together and
drive continuing improvement in public service delivery.
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ATOS ORIGIN’S EXPERIENCE MAKES IT UNIQUELY

ABLE TO HELP GOVERNMENT GAIN THE MOST FROM
THE NEW GENERATION OF BUSINESS TECHNOLOGIES

THE ISSUE

Communication boundaries and information leaks
between government departments and agencies,
public bodies and external suppliers have confirmed
the importance of achieving joined up information
flow. Only then can coherent overall strategy be
implemented.

When individuals and groups join in an endeavour,
appropriate access to resources and work in progress
must be available to all who need it. Shortcomings

in this area have been identified in every field as a

key reason for difficulties when separate bodies are
required to co-operate.

When the work is complex and individuals play multiple
roles in parallel activities, communication and control is
required to inform and affect leadership. Collaboration
software such as market leading Microsoft™
SharePoint provides people-oriented tools that enable
everyone involved to share information and combine
their efforts efficiently, unhindered by boundaries.

But before an organisation shares its private or
otherwise sensitive information, it must be certain its
governance and compliance policies will continue

to be enforced. Modern government needs to
collaborate, but securely.

OUR SOLUTION

Secure Collaboration Service (SCS)

Atos Origin offers its Secure Collaboration Service.
Based on the software-as-a-service (SaaS) model,
SCS delivers the power of Microsoft SharePoint to any
desktop, creating a truly safe space for government
and its partners to achieve more together and drive
continued improvement in public service delivery.
Secure inter-agency collaboration, at geographically
disparate locations is now a reality.

Government-provided identity management
Access to SCS from outside government premises is
controlled by the Government Gateway, the national
portal used to register for online public services

and to which Atos Origin contributes security-

critical components. Just as it authenticates the
identity of a citizen or private organisation for web
application use, it grants access by government

and partner employees to SharePoint-based
collaboration services, protected by strong, two-factor
authentication using familiar Chip and PIN cards and
authentication tokens.

Government employees connected to a private or
other accredited network gain access to SCS via their
usual logon procedure. This means existing security
clearance definitions are inherited by SCS.

Government-defined information security

Every document shared by SCS can include metadata
containing protective marking as defined by the HMG
Security Policy Framework, preventing inappropriate
storage, access, copying, or transmission. Files can
also be encrypted using Microsoft Rights Management
Services to prevent dissemination. Existing protective
marking is inherited and enforced by SCS.

OUR APPROACH

No new infrastructure and no maintenance needed
Because it delivers functionality direct to the desktop
using the Software-as-a-Service (SaaS) model, SCS
requires no servers or storage other than those in

our secure data centre. Applications are maintained
and updated with no intervention by the collaborating
organisations. A true evergreen technology offering.

Purpose-designed architecture

SCS is hosted at Atos Origin’s own government-
accredited Impact Level 4 (List X) data centre for
maximum security. It provides access, if required, to
commercial data centres operated by Microsoft for
data areas that do not require the highest levels

of security.

Industry-leading SLAs

Our unrivalled experience as a highly-trusted service
provider to government enables Atos Origin to offer
the best available uptime supported by market-leading
SLAs.

Best practice built in

SCS'’s tried-and-tested architecture means that
government-class information management, identity
management, and compliance provision are included
at no extra cost.

Based on the software-
as-a-service (SaaS)
model, SCS delivers
the power of Microsoft
SharePoint to any
desktop, creating a
truly safe space for
government and its
partners to achieve
more together.



THE BENEFITS

SCS promotes effective co-working, making it easier to maintain quality and avoid
mistakes. Using it, people:

» Access the resources they need independently and without delay

» Communicate more effectively

» Receive the right information at the right time

» Operate in multiple roles, teams and projects without confusion

» Combine their joint effort more efficiently.

SCS eases management by making more work more visible:

» Information for planning purposes is gathered more easily

» Detailed monitoring and effective reporting of progress, activity and resource
usage, even across group or organisational boundaries, is simplified

» Control actions are effected more quickly

» Opportunities to innovate become more apparent and easier to action.

SCS empowers governance:

» Change is controlled, traceable and auditable

» Policy is built in and enforced automatically

» Physical transfer of data is made unnecessary, reducing security risk.

NEXT STEPS

Because SCS is a fully managed and hosted
service, requiring no new infrastructure at the
customer’s site, procuring SCS is simple and
implementing it is immediate. Pricing is utility
based per-user, per month, and the applications
it facilitates, like SharePoint, can be used under
existing licensing agreements. User authentication
is built upon pre-existing secure Government
Gateway technology allowing safe and speedy
provisioning of users.

SharePoint’s extreme ease-of-use enables
high-level collaborative workspaces to be created
by the users themselves, using familiar Microsoft
applications, with immediate tangible benefit.

No other IT innovation available offers wins so
numerous, substantial and quick to government
and its partners. This solution is outstanding in
its ability to deliver business value to government
users, in a highly secure, highly compliant
environment.

Speak to Atos Origin to discover how to take
advantage of this solution in your organisation,
bringing together diverse talents, knowledge and
resources.

SCS IS HOSTED AT ATOS ORIGIN’S OWN
GOVERNMENT-ACCREDITED IMPACT LEVEL 4
DATA CENTRE FOR MAXIMUM SECURITY




ABOUT ATOS ORIGIN

Atos Origin has contributed security-critical components and services to the
Government Gateway since its inception in 2001, worked closely with Microsoft to
provide best-of-breed solutions to major international organisations across all sectors
for over 10 years, and recently formed a further accredited alliance to provide and
support Microsoft’s Business Productivity Online Services. This experience and
achievement make Atos Origin uniquely able to help its customers gain the most from
the new generation of business technologies.

Atos Origin is an international information technology services company. Its business

is turning client vision into results through the application of Consulting, Systems
Integration and Managed Operations. The Company’s annual revenue is EUR 5.5 billion
and it employs 50,000 professionals in 40 countries. Atos Origin is the Worldwide
Information Technology Partner for the Olympic Games and has a client base of
international blue-chip companies across all sectors. Atos Origin is quoted on the

Paris Eurolist Market and trades as Atos Origin, Atos Worldline and Atos Consulting.

CONTACT US

4 Triton Square
Regent’s Place
London

NW1 3HG

United Kingdom

Tel: 020 7830 4444
www.atosorigin.co.uk
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